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This Online Webinar is organized by 
SCHOLAR IT Solutions

• SCHOLAR IT is IT Solutions provider

• SCHOLAR IT is a group of Professionals with Technical and Domain Expertise

• SCHOLAR IT has experienced and robust team of efficient people serving its clients
(entire USA) and It is one of the best company in US.

• You can follow Scholar IT on social networking sites like Facebook, YouTube and
LinkedIn.
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Oracle Data Guard – Introduction 

Oracle Data Guard – Protection Modes

Oracle Data Guard – Max Performance to Max Availability

Oracle Data Guard – Broker Introduction 

Oracle Data Guard – Broker Configuration

Oracle Data Guard – Max Performance to Max Availability [using Broker]

Oracle Data Guard – Broker De-Configuration



ORACLE DATAGUARD

INTRODUCTION



ORACLE DATAGUARD
Oracle Data Guard is a feature that was introduced in Oracle Database 10g. In Data Guard, there is a primary
database and one or more standby databases that are constantly kept in sync with the primary database that
prevents loss of data.

Oracle Data Guard ensures high availability, data protection, and disaster recovery for enterprise data.

Data Guard provides a comprehensive set of services that create, maintain, manage, and monitor one or more
standby databases to enable production Oracle databases to survive disasters and data corruptions.

Data Guard maintains these standby databases as transactionally consistent copies of the production database.
Then, if the production database becomes unavailable because of a planned or an unplanned outage, Data Guard
can switch any standby database to the production role, minimizing the downtime associated with the outage.

With Data Guard, production database performance can be improved by offloading resource-intensive backup
and reporting operations to standby systems.
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ORACLE DATAGUARD

PROTECTION MODES



This protection mode provides the highest level of data protection that is possible without compromising the availability of a primary
database. Under normal operations, transactions do not commit until all redo data needed to recover those transactions has been written to the
online redo log AND based on user configuration, one of the following is true:

➢ Redo has been received at the standby, I/O to the standby redo log has been initiated, and acknowledgement sent back to primary

➢ Redo has been received and written to standby redo log at the standby and acknowledgement sent back to primary

If the primary does not receive acknowledgement from at least one synchronized standby, then it operates as if it were in maximum
performance mode to preserve primary database availability until it is again able to write its redo stream to a synchronized standby database.

If the primary database fails, then this mode ensures no data loss occurs provided there is at least one synchronized standby in the Oracle
Data Guard configuration.

Transactions on the primary are considered protected as soon as Oracle Data Guard has written the redo data to persistent storage in a
standby redo log file. Once that is done, acknowledgment is quickly made back to the primary database so that it can proceed to the next
transaction. This minimizes the impact of synchronous transport on primary database throughput and response time. To fully benefit from
complete Oracle Data Guard validation at the standby database, be sure to operate in real-time apply mode so that redo changes are applied to
the standby database as fast as they are received. Oracle Data Guard signals any corruptions that are detected so that immediate corrective
action can be taken.

Data Guard - Protection Mode 

Maximum Availability
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When you use Maximum Availability mode, it is important to understand the possible results of using the LOG_ARCHIVE_DEST_n
attributes SYNC/AFFIRM versus SYNC/NOAFFIRM (FastSync) so that you can make the choice best suited to your needs.

When a transport is performed using SYNC/AFFIRM, the primary performs write operations and waits for acknowledgment that the redo has
been transmitted synchronously to the physical standby and written to disk. A SYNC/AFFIRM transport provides an additional protection
benefit at the expense of a performance impact caused by the time required to complete the I/O to the standby redo log.

When a transport is performed using SYNC/NOAFFIRM, the primary performs write operations and waits only for acknowledgement that
the data has been received on the standby, not that it has been written to disk. The SYNC/NOAFFIRM transport can provide a performance
benefit at the expense of potential exposure to data loss in a special case of multiple simultaneous failures.

With those definitions in mind, suppose you experience a catastrophic failure at the primary site at the same time that power is lost at the
standby site. Whether data is lost depends on the transport mode being used. In the case of SYNC/AFFIRM, in which there is a check to
confirm that data is written to disk on the standby, there would be no data loss because the data would be available on the standby when the
system was recovered. In the case of SYNC/NOAFFIRM, in which there is no check that data has been written to disk on the standby, there
may be some data loss.

ORACLE DATAGUARD – MAX AVAILABILITY

Performance Versus Protection in Maximum Availability Mode
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This protection mode provides the highest level of data protection that is possible without affecting the performance of a
primary database.

This is accomplished by allowing transactions to commit as soon as all redo data generated by those transactions has been
written to the online log.

Redo data is also written to one or more standby databases, but this is done asynchronously with respect to transaction
commitment, so primary database performance is unaffected by the time required to transmit redo data and receive
acknowledgment from a standby database.

This protection mode offers slightly less data protection than maximum availability mode and has minimal impact on primary
database performance.

This is the default protection mode.

ORACLE DATAGUARD – MAX PERFORMANCE

Maximum Performance
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Maximum protection is similar to maximum availability but provides an additional level of data protection in the
event of multiple failure events.

Unlike maximum availability, which allows the primary to continue processing if it is unable to receive
acknowledgement from a standby database, maximum protection shuts the primary database down rather than
allowing it to continue processing transactions that are unprotected.

Because this data protection mode prioritizes data protection over primary database availability, Oracle
recommends that a minimum of two standby databases be used to protect a primary database that runs in
maximum protection mode to prevent a single standby database failure from causing the primary database to shut
down.

ORACLE DATAGUARD – MAX PROTECTION

Maximum Protection
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ORACLE DATAGUARD 

MAX PERFORMANCE TO MAX AVAILABILITY



Maximum Availability Maximum Performance Maximum Protection

AFFIRM NOAFFIRM AFFIRM

SYNC ASYNC SYNC

ORACLE DATAGUARD – Change Mode 

REDO TRANSPORT ATTRIBUTES 



MAX PERFORMANCE to either MAX AVAILABILITY or MAX PROTECTION

Requirements :

• Standby database must have standby logs configured.

• The LOG_ARCHIVE_DEST_N init parameter must include the redo transport attributes as listed in the previous slide.

• Check DB_UNIQUE_NAME init parameter is set properly on primary and standby.

• Check LOG_ARCHIVE_CONFIG init parameter is set properly on primary and standby.

• SQL> ALTER SYSTEM SET LOG_ARCHIVE_CONFIG='DG_CONFIG=(orcl,orcldr)';

• Set data protection mode

• SQL> ALTER DATABASE SET STANDBY DATABASE TO MAXIMIZE {AVAILABILITY | PERFORMANCE | PROTECTION};

• Check new protection mode

• SQL> SELECT PROTECTION_MODE FROM V$DATABASE;

ORACLE DATAGUARD – Change Mode 



Protection Mode on Primary Database 

Protection Mode on Standby Database

ORACLE DATAGUARD – Change Mode 

tomaxavail



If standby redo logs are not configured on the primary database then we need to create them. 

ALTER DATABASE ADD STANDBY LOGFILE GROUP 7 SIZE 200M;

ALTER DATABASE DROP STANDBY LOGFILE GROUP 6;

These standby redo logs on Primary database will be used only when switchover is initiated.

Online Redo Logs & Standby Redo Logs(SRL) at Primary Database 

ORACLE DATAGUARD – Change Mode 



Online redo logs & Standby redo logs at Standby Database

ORACLE DATAGUARD – Change Mode 



Make sure that both primary database and standby database are in SYNC

ORACLE DATAGUARD – Change Mode 



As the current the redo transmission parameter in primary database is set to ASYNCHRONOUS mode.

ORACLE DATAGUARD – Change Mode 

Example : 1 Example : 2

Configure the redo transmission parameter in primary database to use SYNCHRONOUS mode.

Back to slide



Change the protection mode on the Primary Database  

ORACLE DATAGUARD – Change Mode 



ORACLE DATAGUARD – Change Mode 

New Protection Mode at Primary database and Standby database 

tomaxper



ORACLE
DATAGUARD BROKER

INTRODUCTION



ORACLE DATAGUARD BROKER

The Oracle Data Guard Broker logically binds primary database and standby databases within a broker configuration and 

manage and monitor them together as one unit. We can manage a broker configuration using either Oracle Enterprise 

Manager Cloud Control (Cloud Control) or the Oracle Data Guard command-line interface DGMGRL. 

The Data Guard Broker is used to performs the following activities:

• Creates Data Guard configuration which includes one primary, one or more standby databases, redo transport service, and log 
apply service.

• Manages Protection Mode (Maximum Performance, Maximum Availability, Maximum Protection) for the broker 
configuration.

• Invokes Switchover or Failover with a single command.

• Monitors the status of the entire configuration, captures diagnostic information, reports statistics such as the Redo Apply 
rate and the redo generation rate.

• Assesses whether a database is ready to become a primary.
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ORACLE
DATAGUARD BROKER 

CONFIGURATION



ENVIRONMENT PRIMARY SERVER STANDBY SERVER

IP ADDRESS 192.168.56.103 192.168.56.102

SERVER NAME shoaibmac1.localdomain shoaibmac2.localdomain

DATABASE VERSION 12.2.0.1 12.2.0.1

DATABASE NAME ORCL ORCL

DB UNIQUE NAME ORCL ORCLDR

FILE SYSTEM NON ASM NON ASM

LISTENER NAME LISTENER_PRIMARY LISTENER_STANDBY

LISTENER PORT 1524 1524

ORACLE DATAGUARD BROKER - Config

* Prerequisites : standby database must be configured before dgbroker configuration



ORACLE DATAGUARD BROKER - Config

Invoke DataGuard Broker [DGMGRL] and Connect to database 



Check dg_broker_start parameter value on Primary and Standby database

ORACLE DATAGUARD BROKER - Config

PRIMARY DATABASE STANDBY DATABASE 



ORACLE DATAGUARD BROKER - Config

Check for Archive GAP on Primary and Standby database

PRIMARY DATABASE 

STANDBY DATABASE 



Listener File on Primary Database 

ORACLE DATAGUARD BROKER - Config



ORACLE DATAGUARD BROKER - Config

Edit Listener File for DG BROKER on Primary Database 



ORACLE DATAGUARD BROKER - Config

RELOAD Listener on Primary Database 



Listener File on Standby Database 

ORACLE DATAGUARD BROKER - Config



ORACLE DATAGUARD BROKER - Config

Edit Listener File for DG BROKER on Standby Database 



ORACLE DATAGUARD BROKER - Config

RELOAD Listener on Standby Database 



dg_broker_config file on Primary Database 

Before broker configuration is 
enabled, dg_broker_config file is 
not accessible 

After broker configuration is 
enabled, dg_broker_config file is 
visible 

ORACLE DATAGUARD BROKER - Config



ALTER dg_broker_start parameter value on Primary and Standby database

ORACLE DATAGUARD BROKER - Config

PRIMARY DATABASE STANDBY DATABASE 



ORACLE DATAGUARD BROKER - Config

Invoke DataGuard Broker [DGMGRL] and Connect to database 



Add Primary database configuration [on primary side]

ORACLE DATAGUARD BROKER - Config



Add Standby database configuration [on primary side]

ORACLE DATAGUARD BROKER - Config



The fix is to disable any log_archive_dest_n parameter (excluding log_archive_dest_1) 

Add Standby database configuration - Error

ORACLE DATAGUARD BROKER - Config

PRIMARY DATABASE STANDBY DATABASE 



ORACLE DATAGUARD BROKER - Config

Log file locations 

are not visible



ORACLE DATAGUARD BROKER - Config

Log file locations 

are not visible



ORACLE DATAGUARD BROKER - Config

Enable Dataguard Broker Configuration [on primary side]



ORACLE DATAGUARD BROKER - Config

Enable Dataguard Broker Configuration [on primary side]



ORACLE DATAGUARD 
MAX PERFORMANCE TO MAX AVAILABILITY

using DGBROKER



What is the current primary database protection mode ?

ORACLE DATAGUARD BROKER – Change Mode



It Failed ...  Because ... 

you can't go directly from MaxPerformance mode to MaxProtection. You have to go through the intermediary MaxAvailability. 

It Failed too ... 

As initial configuration (MaxPerformance), the redo transport was configured to the ASYNC value, which is obviously not compatible 

with the MaxProtection mode. One can easily verify it in next slide.

ORACLE DATAGUARD BROKER – Change Mode

Lets change the protection mode on the primary database  



ORACLE DATAGUARD BROKER – Change Mode

To move the database to MAXPROTECTION or MAXAVAILABILITY Log transport mode must be configured as SYNC



Configure Log transport mode as SYNC

ORACLE DATAGUARD BROKER – Change Mode



Finally !! the protection mode changed on the primary database  

ORACLE DATAGUARD BROKER – Change Mode



ORACLE
DATAGUARD BROKER 

DE-CONFIGURATION



ORACLE DATAGUARD BROKER – De Config

Remove broker configuration



ORACLE DATAGUARD BROKER – De Config

ALTER dg_broker_start parameter value on Primary database



ORACLE DATAGUARD BROKER – De Config

ALTER dg_broker_start parameter value on Standby database



ORACLE DATAGUARD BROKER – De Config

Archive Destination pointing to standby database is removed



ORACLE DATAGUARD BROKER – De Config

Remove broker configuration file on Primary database 



ORACLE DATAGUARD BROKER – De Config

Remove broker configuration file on Standby database 



Q
A



THANKS !!


