Configure Agent(linux-slave)machine with Jenkins Master using SSH key file connection - as Oracle OS user  
· The Linux (slave) agent machine to be configured using SSH key file as Oracle OS user. 
· We have earlier successfully configured Agent using SSH key file as Jenkins user under /home/jenkins/jenkins-agent.
· The same process is followed for Oracle user as well, but the JDK files have to be copied to /home/oracle/Jenkins-agent.
· The purpose of Agent connection as Oracle user, in our case is to perform Oracle database activities in Database server through Jenkins jobs.
            [image: Day 28 Task: Jenkins Agents. On the 28th day of our Jenkins mastery… | by  Radheya Zunjur | Medium]
What is SSH key based connection?
· SSH key pairs are two cryptographically secure keys that is used to authenticate client machine to Server.
· SSH keys provide an extremely secure way of logging into your server 
· The password based SSH connection should be avoided to authenticate as it is not secure to do so.
· The SSH key based connection is safe and secure to connect between the client and the server.
· Each key pair consists of a public key and a private key.
· The private key is retained by the slave machine and should be kept absolutely secret.
· The associated public key can be shared freely without any negative consequences. 
· The public key is uploaded to a Server that you want to be able to log into with SSH. 
· The public key is added to a special file within the user account you will be logging into called ~/.ssh/authorized_keys.

                [image: Cover image for Jenkins controller-agent (master-slave) setup in 10 minutes using Docker]
                [image: ]     
Step 1: Create user oracle in /home directory of slave machine and create  password as well.
· Create oracle OS account/user in slave machine.
· Create new password as well for the oracle account. 
            [image: ]
Ste 2: Test the SSH password authentication using oracle user
· Test SSH connection using oracle user/password  to slave machine from the master node .
· If the SSH connection is successful by username/password authentication, we are good to create SSH key for the oracle account in Slave machine.
           [image: ]
Step 3: Make directory .ssh under /home/oracle  
·  Make the .ssh directory under oracle home ( /home/oracle). 
           [image: ]
Step 4:  create an SSH key for Oracle user in /home/oracle/.ssh 
· Create the SSH key pair (private and public key ) as in  below screenshot under the directory  /home/oracle/.ssh as oracle user.
            [image: ]
           [image: ]
Step 5: Create authorized_keys file and copy the entry from public key file 
· Create authorized_keys file and add entries from public key file
· Provide 400 permission to authorized_keys file.             [image: ]
          [image: ]
STEP 6:  Copy the java(JDK)  files from /home/jenkins/jenkins-agent  to the oracle directory  /home/oracle/jenkins-agent 
· JDK (java) has to be installed in order to configure the Agent (slave) in jenkins. 
· Java has been installed already and the required files exist for agent registration as jenkins user under directory /home/jenkins/jenkins-agent .
· We will make use of the same files by copying to /home/oracle/jenkins-agent.
· We will change the ownership of the files/directories to Oracle owner.
— owner and group  oracle: oracle
—copying the files from /tmp will directly convert the ownership to oracle .
· Note: Copy all the files and directories using -R option ( recursive)                  
               [image: ]
              [image: ]


STEP 7: Add the environment variables JAVA_HOME and PATH variable at the end of .profile file of  oracle user . 
· Add the environment variable for JAVA_HOME and PATH at the end of  .profile file (as Oracle user).
· Check the environment variable with fresh login to oracle (commands: echo $JAVA_HOME and echo $PATH).

                 [image: ]

                 [image: ]
    
                 [image: ]

STEP 8 : Check  the Pre-requisites are met  before configuring Agent 
· Jenkins Server (Master node) installed and up and Ready
· Another server for configuring slave (In this article, we are taking Linux with 2GB memory)
· Both the Jenkins server and slave server are in the same network.

     [image: ]
STEP 9: Configure the Master node in Jenkins console
· Go to Manage Jenkins -> Manage Nodes -> New Node
· Enter the Node Name (slave name as oracleSSHKey )  and select Permanent Agent then click OK
· Then a new form will open and enter the details one by one as follows.
1. Edit the Description (Optional).
2. Enter the # of Executor (2 Executors).
3. Then enter the Remote FS Root which is going to be the root directory of the Jenkins slave from the master. (/home/oracle/jenkins-slave ).
4. Select the launch, Method. (Launch Agent via SSH).
5. Enter the Host IP address.
6. Add credential – by clicking the +Add button .
7. Select the Credentials Kind as – SSH username with private key.
8. Enter the ID and description 
9. Paste the Private key copying from server – click the Private key- Enter directly option (text box) and save.
10. Select the credentials saved in previous step which we created “oracle(oraclesshkey) ” credential.
11. Select “Non verifying Verification Strategy” for Host key Verification Strategy.
12. Others keep default values.
13. Click Save. 
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                 [image: ]

              [image: ]
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STEP 10:  Configure the slave node by clicking Launch Agent via SSH 
· Go to Dashboard -> Nodes -> Agent_name. 
· Click the Agent_name and click Launch Agent button.
· Check the log for the successful launch of the Agent.
· Check the Dashboard – node section which should list the newly added agent with status -In sync .
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$ cat id_rsa.pub >> ~/.ssh/authorized_keys

$

$ 1s -1tr
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-rw-rw-r-- 1 oracle oracle 598 Dec 25 ©09:01 authorized_keys
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# ~/.profile: executed by the command interpreter for login shells.

# This file is not read by bash(1), if ~/.bash_profile or ~/.bash_login
# exists.

# see /usr/share/doc/bash/examples/startup-files for examples.

# the files are located in the bash-doc package.

# the default umask is set in /etc/profile; for setting the umask
# for ssh logins, install and configure the libpam-umask package.
rumask 022

# if running bash
if [ -n "$BASH_VERSION" ]; then
# include _bashrc if it exists
if [ -f "$HOME/.bashrc™ 1; then
'$HOME/ .bashrc™
fi
Fi

# set PATH so it includes user's private bin if it exists
if [ -d "$HOME/bin" ] ; then

PATH="$HOME/bin: $PATH"
i

# set PATH so it includes user's private bin if it exists
if [ -d "$HOME/.local/bin" ] ; then

PATH="$HOME/ . local/bin:$PATH"
i

export JAVA_HOME=/usr/bin/java
export PATH=$PATH: /usr/bin/java





image15.png
?
$ pwd

/home/oracle

$ echo $JAVA_HOME —§

/usr/bin/java

$

$

§ echo $PATH =)

/usr/local/sbin: /usr/local/bin: /usr/sbin: /usr/bin:/sbin: /bin: /usr/games: /usr/local/games: /snap/bin: /usr/bin/java
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Dashboard > Nodes > oracle-ssh-key-based-agent > Log

[12/25/23 21:15:45] [SSH] java -version returned 11.0.21
[12/25/23 21:15:45] [SSH] Starting sftp client.

[12/25/23 21:15:45] [SSH] Copying latest remoting.jar..

Source agent hash is 1436044423E30A173FE7DEACO3D760E2. Installed agent hash is 1436044423E30A173FE7DEACO3D760E2

Verified agent jar. No update is necessary

Expanded the channel window size to 4B

[12/25/23 21:15:45] [SSH] Starting agent process: cd “/home/oracle/jenkins-agent” && java -jar remoting.jar -workDir /home/oracle/jenkins-
agent -jar-cache /home/onacle/jenkins-agent/renoting/jarCache

Dec 25, 2023 9:15:46 PM org.jenkinsci.remoting.engine.WorkDirManager initializeWorkDir

INFO: Using /home/oracle/jenkins-agent/remoting as a remoting work directory

Dec 25, 2023 9:15:46 PM org.jenkinsci.remoting.engine.WorkDirManager setuplogging

INFO: Both error and output logs will be printed to /home/oracle/jenkins-agent/remoting
<===[JENKINS REMOTING CAPACITY]=
Remoting version: 3160.vd76b_9ddd10cc

>channel started

Launcher: SSHLauncher
Communication Protocol: Standard in/out
This is a Unix agent
An illegal reflective access operation has occurred
: Illegal reflective access by jenkins.slaves.StandardOutputSwappergChannelSwapper to constructor java.io.FileDescriptor(int)

: Please consider reporting this to the maintainers of jenkins.slaves.StandardOutputSwapper$ChannelSwapper

: Use --illegal-access=warn to enable warnings of further illegal reflective access operations
WARNING: All illegal access operations will be denied in a future release

Evacuated stdout

‘Agent successfully connected and online
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root@linux-slave-Hyper-V-UEFI-Release-v4-1:~# useradd -m oracle
root@linux-slave-Hyper-V-UEFI-Release-v4-1:~# passwd oracle
New passwor
BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: password updated successfully
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Enter passphrase for key 'C\isewsl@iemmugamsin/.ssh/id_rsa’:
racle@i@Rs2=2nswIs ' s password:

lelcome to Ubuntu 23.10 (GNU/Linux 6.5.0-14-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

device has a firmware upgrade available.
Run ~ fwupdmgr get-upgrades™ for more information.

3 updates can be applied immediately.
0 see these additional updates run: apt list --upgradable

device has a firmware upgrade available.
Run ~fwupdmgr get-upgrades™ for more information.
Last login: Mon Dec 25 21:20:22 2023 from GFEFININUED

id =
1d=1002(oracle) gid=1002(oracle) groups=1002(oracle)

whoami -—)




